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IMPORTANT NOTICE

This tender document is issued by Hong Kong-Shenzhen Innovation and
Technology Park Limited (“HSITPL”) and contains confidential information
regarding the potential purchase by HSITPL as detailed in this tender document.
The purpose of this tender document is to identify potential Tenderers. All
information supplied by HSITPL in connection with this tender document shall
be treated as confidential and strictly for the use by the recipients in response
to this tender document only.

In consideration of receiving this tender document, the recipients agree and
acknowledge that the tender document and any other information that may be
provided to the recipients by or on behalf of HSITPL will be maintained in strict
confidence and will not be disclosed to any third party. In particular, your
attention is drawn to the fact that your receipt of this tender document and any
discussions relating to its contents must be kept confidential at all times.

Please note that this is not an offer and it is only an invitation to interested
parties to submit tenders to HSITPL for consideration.
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PART I: Terms of Tender

1. General

a) Recipients (each a “Tenderer”) are invited to submit tenders for professional consultancy
services for the Western Cross-River Link Bridge (“Western Bridge”) whitelist registration
system to provide end-to-end support, including but not limited to tender preparation,
design review, implementation governance, and quality assurance, to mitigate project risks,
accelerate delivery, and ensure the successful achievement of project objectives for Hong
Kong-Shenzhen Innovation and Technology Park (“HSITP”, or the “Park”) (the “Services”) in
accordance with the requirements of this Invitation to Tender (“Tender Documents”), in
particular, Submission Requirements as set out in Part Il of this Invitation to Tender.

b) Allinformation provided by HSITPL or any other representatives or agents of HSITPL for the
purpose of inviting a tender in response to the Tender Documents (the “Tender”) shall be
treated as private and strictly confidential and must not be disclosed or transferred to any
other party without the prior written permission of HSITPL. The information provided in
the Tender Documents is strictly for the use by the Tenderers in response to this Invitation
to Tender only. Confidentiality must be maintained by all Tenderers even after the
appointment of the successful Tenderer.

c) All costs and expenses incurred by the Tenderer in preparing a Tender shall be entirely
borne by the Tenderer.

d) HSITPL reserves the right at its sole and absolute discretion to modify, amend, revise or
cancel this Invitation to Tender without any liability for any cost, expenses and/or losses
whatsoever which may be incurred by the Tenderers.

e) Tenders may not be considered if false or incorrect information is provided by the Tenderer.

f) This Invitation to Tender is merely an invitation and shall not in any way be construed as an
offer by HSITPL nor constitute a contractual relationship between HSITPL and the Tenderers.

2. Accuracy and Validity of Offered Prices

a) Tenderers shall ensure that all information (including quoted prices) in the Tenders is
accurate. Under no circumstances will HSITPL accept any request to amend or revise or
modify any information (including price) in the Tender.

b) Tenderers are requested to submit its cost proposal in Hong Kong Dollars. All Tenders shall
be valid for a period of three (3) months from the Tender Closing Date (the “Tender
Validity Period”). The Tenderer agrees that, should HSITPL so request in writing, the
Tenderer shall abide by this Invitation to Tender for a further three (3) months, and the
Tender may be accepted by HSITPL at any time before the expiration of this extended
period. If an award cannot be made within the Tender Validity Period (or extended Tender
Validity Period), a request may be made to some or all of the Tenderers to further extend
the Tender Validity Period, at which time they may elect to extend or withdraw their
Tender or may agree a further extended Tender Validity Period with HSITPL in writing.
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¢) Each and every Tender shall constitute an unconditional and irrevocable offer from the
Tenderer capable of being accepted by HSITPL on the terms and conditions contained in
the Tender Documents.

3. Tender Enquiries, Requests for Clarifications and Addenda

a) All enquiries or requests for clarifications relating to the Tender Documents should be
submitted in writing at least one week (i.e., seven (7) calendar days) before the Tender
Closing Date to:

Reema Kui — Assistant Manager, IT Operations
Email: reema.kui@hsitp.org
Telephone No.: (852) 3189 1575

The Tenderer shall state in the email subject heading “Tender Enquiry — Consultancy
Services of Western Bridge Whitelist Registration System (Ref. No. FD-03-06-02(323))"
and provide full contact details in the email message. HSITPL reserves the right not to
respond to any enquiry or request for clarification submitted after the deadline specified
above.

b)  Should HSITPL wish to clarify the Tender Documents in response to any enquiries or
requests for clarifications, such clarifications will be made in writing and sent to all
Tenderers by email. Such emails containing Tenderer’s enquiries or requests for
clarifications and HSITPL’s answers will be bound in with, and shall become part of, the
documents forming the contract for the appointment of the selected Tenderer (the
“Contract”). Save as aforesaid and unless otherwise expressly stated by HSITPL, any other
statement, whether oral or in writing, made and any action taken by HSITPL or its
consultants or any of their officers in response to any query made by a Tenderer is for
guidance and reference purposes only and will not be deemed to form part of the Tender
or Contract or in any way alter, negate, waive or otherwise vary any of the terms and
conditions contained in the Tender Documents.

c)  Prior to the Tender Closing Date (which may be extended in accordance with the terms
of the Tender Documents), addenda (each, an “Addendum”) may be issued to clarify or
modify the Tender Documents. A copy of each Addendum will be issued to every Tenderer
via email and shall become a part of the Tender Documents.

4, Submission of Tender

a) The deadline for submitting a Tender (“Tender Closing Deadline”) is 5:00 p.m. on 4
September 2026 (the “Tender Closing Date”).

b) Tenderers shall follow a two-envelope system, as set out below, in submitting their
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(i) Technical Proposal

The front cover of the Technical Proposal envelope shall be clearly marked with the
subject of the Tender and the tender reference:

“Technical Proposal: Consultancy Services of Western Bridge Whitelist Registration
System (Ref. No. FD-03-06-02(323))"”

and the Tenderer’s company name

(ii) Price Proposal

The front cover of the Price Proposal envelope shall be clearly marked with the
subject of the Tender and the tender reference:

“Price Proposal: Consultancy Services of Western Bridge Whitelist Registration
System (Ref. No. FD-03-06-02(323))"”

and the Tenderer’s company name

c) Tenderers shall ensure that their Technical Proposal and Price Proposal are prepared in
accordance with the Submission Requirements provided in the Tender Documents.

d) Tenderers shall submit their Technical Proposal and Price Proposal separately in 2 sealed
envelopes from 9:00 a.m. to 5:00 p.m. on the Tender Closing Date in the tender box
located at:

Hong Kong-Shenzhen Innovation and Technology Park Limited
Unit 606-607, 6/F, Lakeside 1, 8 Science Park West Avenue, Hong Kong Science
Park, Hong Kong

Attention: Procurement Department (Tender Box)

e) HSITPLreserves the right to disqualify any Tenderer if price information is disclosed in the
Technical Proposal.

f)  If the Tender contains any qualification and/or alternative proposal, HSITPL reserves the
right to disqualify such Tender. Further, such qualifications and/or alternative proposals
are generally not accepted.

g) Any late submissions or Tenders not submitted in accordance with the provisions in
Clauses 4b) to f) above will not be accepted.

h)  Inthe event that typhoon signal no. 8 or above or a black rainstorm warning is hoisted or
announcement on extreme conditions is issued in Hong Kong between 9:00 a.m. and 5:00
p.m. (Hong Kong Time) on the Tender Closing Date, the Tender Closing Deadline will be
extended to 12:00 noon (Hong Kong Time) on the next Business Day.

i)  Tenderers may be required to make a formal presentation at their own cost of their
Tenders in the week of 7 September 2026 (tentative date). HSITPL shall advise the exact
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time, date and issue formal invitation to the Tenderers.

j) Each Tenderer can only submit one Tender. In the event that more than one Tender is
submitted by the same Tenderer, all Tenders submitted by such Tenderer will not be
considered.

k)  All submitted documents and materials will not be returned to the Tenderers regardless
of the results of the Tenders and all the said materials will become the property of HSITPL.

Assessment Criteria

a) All Tenderers shall be evaluated according to the following criteria:

e 70 % Technical Capability (maximum technical score: 70)
e 30 % Pricing (maximum price score: 30)

b) As a prerequisite, all terms as set out in the Submission Requirements in the Tender
Documents must be fulfilled before the Tender will be evaluated. Tenders which fail to
comply with any of such terms will not be considered any further.

c¢) Tenders which comply with all the terms as set out in the Submission Requirements will
be evaluated based on the following non-exhaustive criteria (which are not ranked in any
order of importance). The Tenderer must demonstrate technical merits of the submitted
Tender. Assessments will be based on all materials of the submitted Tender and any
presentation or demonstration given by the Tenderer.

Corporate experience, track record and project delivery capacity;
Resource qualifications and professional accreditations;

Whitelist registration & e-gate solution business and technical expertise;

o 0 ® »

System architecture & integrations and infrastructure architecture expertise;
E. Project procurement, implementation and governance capability;

F. Testing & quality assurance capability;

G. Security and compliance;

H. Log management & analytics, defect liability period (“DLP”) support and
service-level agreement (“SLA”) commitments; and

I.  Price offer

d) Technical Score shall be assessed by the tender assessment panel members based on the
criteria below:
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Technical Capability Assessment

Technical Score
(Points)

Evaluation of the company's enterprise-
scale/ government-scale Information and
Communications Technology (“ICT”) project
delivery capability within the past 5 years:

e Proven expertise in providing
comprehensive consultancy services for
high-availability and mission-critical ICT
systems, preferably experience in cross-
border systems, whitelist registration
systems, and integration with multiple
internal and external systems.

A. Corporate
experience, track
record and project
delivery capacity

e Demonstrated engineering capability to
deploy and support ICT systems.

10

Evaluation of the proposed execution
team’s business and technical competencies
and certified profiles:

e Project manager (“PM”): review of the
proposed PM's curriculum vitae (“CV”),
certified technical / project
management credentials (e.g., Project
Management Professional (“PMP”),
Projects IN Controlled Environments
(“PRINCE2”)).

¢ Dedicated on-site business analyst
B. Resource (“BA”): review of the proposed SA's CV,
qualifications and with  enterprise-scale/ government-
professional scale ICT project delivery; preferably
accreditations experience in cross-border systems,
whitelist registration systems, and
integration with multiple internal and
external systems. A mandatory written
commitment ensuring 100% full-time,
exclusive on-site presence at e-Gate
area, HSITP (no multi-project sharing).

e System Architect & System Analyst
(“SA”): review of the proposed SA's CV,
with enterprise-scale/ government-
scale ICT project delivery; preferably
experience in cross-border systems,
whitelist registration systems, and

15
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Technical Capability Assessment

Technical Score
(Points)

integration with multiple internal and
external systems.

ICT Lead (“IL”): review of the proposed
IL's CV, with enterprise-scale/
government-scale ICT project delivery;
preferably a Registered Professional
Engineer (i.e., RPE) in Information,
Electronics or related discipline, or
equivalent professional qualification
recognized by the Engineers
Registration Board in Hong Kong.

Cybersecurity Lead (“QL"): review of
the proposed QL's CV, hold a
recognized cyber security certification
(e.g. Certified Information Security
Manager (“CISM”) / Certified
Information Systems Auditor (“CISA”) /
Certified Information Systems Security
Professional (“CISSP”)) or equivalent;
preferably experience in securing
critical infrastructure systems, Data
protection and privacy compliance,
Security architecture and risk
assessment.

C. Whitelist
registration & e-
Gate solution
business and
technical expertise

Evaluation of the comprehensive
understanding and experience of business
and technical expertise:

Demonstrated business expertise on
registration & cross-border business
scenario, operation flow, business as
usual (“BAU”) and contingency plan.

Demonstrated technical expertise on
whitelist registration system, cross-
border system, access control system
with facial recognition and QR code
scanning.

20
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Technical Capability Assessment Techmc.al Score
(Points)
Evaluation of system architecture &
integrations and infrastructure architecture
expertise:
D. Systgm e Demonstrated deep understanding and
f':\rchltec_ture & technical expertise on enterprise-scale
!ntegratlons and / government-scale architecture 10
mfra.structure knowledge, System code-level &
archltgcture database-level design, integration
expertise design, application programming
interface (“API1”) integration
experience, security architecture, cloud
and hybrid architecture.
Evaluation of project procurement,
implementation and governance expertise:
* Proven expertise in tender specification
drafting experience, technical
evaluation framework design, vendor
E. Project assessment and due diligence.
procurement,
implementation e Proven expertise in project 10
and governance management methodology, digital
capability project management tools and project
documentation.
* Proven expertise in Project Risk and
issue management, change
management, deployment & fallback
planning, acceptance procedures.
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Technical Capability Assessment

Technical Score
(Points)

F. Testing & quality
assurance
capability

Evaluation of testing & quality assurance
expertise:

Demonstrated expertise in test case
formulation and testing strategy for
System Integration Testing (“SIT”), User
Acceptance Testing (“UAT"),
performance test, failover testing,
covering business and technical aspects
with digital management tools.

Demonstrated understanding and
experience in security risk assessment
and audit (“SRAA”) and privacy impact
assessment (“PIA”).

Demonstrated expertise in formulating
acceptance criteria, defect / issue log
management.

15

G. Security and
compliance

Evaluation of security and compliance
expertise:

Proven expertise in personal data
protection compliance experience and
government security projects.

Demonstrated expertise in security
architecture review, data privacy
compliance and cybersecurity
supervision; preferably experience in
the project certified with 1ISO 27001 or
equivalent.

10
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Technical Capability Assessment

Technical Score
(Points)

H.

Log management
& analytics, DLP
and SLA
commitments

Evaluation of logs management & analytics,
DLP and SLA:

e Centralized collection of logs for overall
ICT projects involving but not limited to
Whitelist registration system & e-Gate
solution, infrastructure, hardware.

e Demonstrated expertise in
Identification of abnormal activities,
incident & alert management, defect
logging and tracking, and root cause
analysis reports.

e Official acceptance-linked DLP and
licenses: signed commitment ensuring
the 6-month DLP commence strictly
from the date of official written sign-off
acceptance, not delivery.

e Support SLA commitment: guarantee of
24x7 support with 30 mins response &
collaboration with related parties or
vendors subject to incident priority.

10

Total Technical Score (A+B+C+D+E+F+G+H)

=100
(passing score:
60)

Remark: An overall passing score of 60 out of 100 of the Total Technical Score in the table
above shall be attained. Otherwise, the Tender will be considered failed in the Technical
Capability Assessment and will not be considered further.

e)

f)

Evaluation

An assessment panel (“Tender Assessment Panel”) shall be formed by HSITPL to evaluate
all Tenders received by HSITPL. The Tenders must meet all Mandatory Assessment Criteria
(as defined in Part 1 of Tender Schedule 6) and attain a score equal or higher than the
passing score in the Technical Capability Assessment abovementioned. Failure to declare
and submit supporting documents confirming compliance with any of the Mandatory
Assessment Criteria may result in disqualification of the Tender. HSITPL shall evaluate
the Tenders in strict confidence.

Score Calculation Methodology

HSITPL shall adopt the following formula in calculating the overall score for each Tender:

(i) Technical Score
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Tenderer’s technical score = (Tenderer’s point score / Highest point score among all
Tenderers) x (Maximum technical score)

(i) Price Score

Tenderer’s price score = (Lowest tender price among all Tenderers / Tenderer’s
tender price) x (Maximum price score)

Tender price refers to the Total Contract Amount as set out in Tender Schedule 4.

(iii) Overall Score = Technical Score + Price Score

Acceptance / Rejection of Tender

a) HSITPLis not bound to accept the Tender which is of the lowest price and/or has the highest
overall score and reserves the right in its absolute discretion to decline any offer or cancel
this Invitation to Tender at any time without any obligation to explain its decision.

b) HSITPL may, at its sole discretion, accept all or any terms proposed by the Tenderer in the
Tender.

c) HSITPL shall not be responsible for or liable to any Tenderer for any cost and/or expense
and/or disbursements incurred by the Tenderers in preparing the Tender and/or any
presentation or demonstration given by the Tenderer.

d) The successful Tenderer shall not participate in the tender for the development and

implementation services of the Western Bridge whitelist registration system to avoid any
actual or potential conflict of interest.

Negotiation

HSITPL reserves the right to negotiate the terms proposed in the Tender with any Tenderer.

Acceptance Notification

a) The successful Tenderer shall receive a purchase order (“PO”) generated from the system
of HSITPL within the Tender Validity Period.

b) Tenderer(s) who do not receive any notification within the Tender Validity Period shall
assume that their Tenders have not been accepted.

Cancellation of Invitation to Tender

Where there are changes in requirements after the Tender Closing Date for operational or
whatever reasons, HSITPL is not bound to accept any conforming Tender and reserves the right
to cancel this Invitation to Tender and/or re-issue a new invitation to tender on such other
terms and conditions as HSITPL deem:s fit.
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10. Intellectual Property Rights

By submitting the Tender, the Tenderer represents and warrants to HSITPL that none of the
information or ideas in the Tender infringes the copyright, trade secrets, or intellectual
property rights of any third party, and the Tenderer is deemed to have agreed to indemnify
HSITPL against all costs, claims, demands, expenses and liabilities that may be incurred by
HSITPL as a result of or in connection with any claim that any information or ideas provided or
submitted by the Tenderer infringes the copyright, trade secrets or intellectual property rights
of any third party.

11. Offering Gratuities

a) A Tenderer shall not, and shall procure that its directors, employees, agents involved in
preparing the Tender shall not offer any financial or other advantage or benefit to any
director or employee of HSITPL, or engage in any activity, practice or conduct which would
be in violation of any applicable anti-bribery laws or regulations in connection with the
Tender Documents and any matter contemplated herein.

b) Tenderers are warned that offering or giving any gratuity, bonus, discount, bribe, loan or
any other gift or consideration as an inducement or reward to any employee or agent of
HSITPL in relation to this Invitation to Tender may constitute an offence contrary to the
Prevention of Bribery Ordinance (Cap. 201), and that if any Tenderer is found to have
made such an offer, HSITPL shall be at liberty to cancel his Tender or terminate the
Contract and shall hold such Tenderer liable for any losses or damages which HSITPL may
suffer.

12. Non-collusion

a) Tenderers must ensure that the Tender is developed genuinely, independently and made
with the intention to accept the Contract if awarded, and is prepared without any
agreement, arrangement, communication, understanding, promise or undertaking with
any other person (except as provided in paragraph 3 of the Non-collusive Tendering
Certificate (as defined in Clause 12 d) below), including regarding price, Tender submission
procedure or any terms of the Tender. In the event of any breach of this clause by any
Tenderer, HSITPL reserves the right to invalidate the Tender submitted by the Tenderer
and/or terminate the Contract entered with the Tenderer based on the Tender submitted
by that Tenderer and seek damages.

b) All anti-competitive practices are strictly prohibited and the Tenderer’s attention is drawn
to its obligations under the Competition Ordinance (Cap. 619) (the “Competition
Ordinance”).

c) Bid-rigging is inherently anti-competitive and is considered serious anti-competitive
conduct under the Competition Ordinance. Tenderers who engage in bid-rigging conduct
may be liable for the imposition of pecuniary penalties and other sanctions under the
Competition Ordinance.

d) Upon Tender submission, the Tenderer shall submit to HSITPL a non-collusive tendering
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certificate (in the form set out at Tender Schedule 2) (the “Non-collusive Tendering
Certificate”) duly signed by an authorised person on the Tenderer’s behalf. The Contract is
to be entered into in reliance on the statements made by the Tenderer in the Non-collusive
Tendering Certificate and conditional upon the effectiveness and veracity of the Non-
collusive Tendering Certificate. Any breach of any of the representations, warranties and/or
undertakings given in the Non-collusive Tendering Certificate not only allows HSITPL to
pursue damages and other forms of redress from the Tenderer but also is capable of
amounting to a criminal offence and rendering the relevant personnel of the Tenderer liable
to criminal prosecution (for instance, for the offence of conspiracy to defraud and upon
conviction shall be liable to imprisonment for 14 years).

e) Notwithstanding any provisions regarding disclosure of documents and information, HSITPL
may, at its discretion, report and provide documents and information regarding any
suspected anti-competitive collusive conduct to the Competition Commission and/or other
relevant authorities.

13. Insurance

a) The successful Tenderer shall, for the full term of the Contract, have in place the following
insurance policies at its own cost with reputable insurer(s), on terms satisfactory to HSITPL,
with HSITPL included as an insured, and in compliance with the laws of the Hong Kong
Special Administrative Region ("HKSAR"):

(i) Public liability insurance for the sum of at least HK$10,000,000 for any one occurrence
and unlimited in the aggregate for the period of insurance, covering legal liability in
respect of bodily injury and property damage to third parties arising from the successful
Tenderer’s operations on site and in connection with the Services, and including a cross
liability clause and a waiver of subrogation;

(i) Employees’ compensation insurance to cover legal liability under the Employees’
Compensation Ordinance (Cap. 282) (“EC Ordinance”) and common law in respect of
legal liability for death or bodily injury of its employees engaged in the Services
(including the on-site BA and any staff attending site for testing / support / training)
throughout the full term of the Contract, with coverage limits meeting the minimum
requirements of the EC Ordinance.

b) The successful Tenderer shall, for the full term of the Contract and at its own cost, maintain
a technology errors and omissions (“Tech E&Q”) insurance policy with reputable insurer(s),
on terms satisfactory to HSITPL. HSITPL shall be named as principal under the policy. The
policy shall cover liability arising from the Services and/or product provided by the
successful Tenderer and shall provide a limit of indemnity of not less than HK$2,500,000
for any one occurrence. Where a standard errors and omissions policy is maintained instead
of a Tech E&O policy, the policy shall include a cyber affirmative extension.

c) The insurance for the works shall cover the period from the commencement date of the
Contract (“Commencement Date”) until and extended to cover the date of expiry of the
DLP and until such time as no further works as being carried out.

d) HSITPL may from time to time require the successful Tenderer to maintain any insurance
policies against other insurable risks, which reasonable costs and expenses would be
Ref. No. FD-03-06-02(323) OP-03-05(008)
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reimbursed by HSITPL provided that such costs and expenses are approved by HSITPL in
writing.

In addition to maintaining the required insurance policies, the successful Tenderer shall
hold HSITPL harmless from any loss, damage, cost, expense, liability etc. and (without
prejudice to the obligations to indemnify HSITPL as stipulated in Clause 9 of the PO T&C as
defined in Part Il below) fully indemnify HSITPL and HSITPL's representatives for any loss,
damage, cost, expense, liability etc. that may result directly or indirectly from the
negligence of the successful Tenderer, its employees, agents, servants or any tiers of sub-
contractors in the carrying out of its obligations under the Contract.

The successful Tenderer is liable for all policy excesses / deductibles under the insurance
policies maintained pursuant to this clause.

The successful Tenderer should produce satisfactory evidence to HSITPL prior to the
Commencement Date showing that the insurances referred to in this clause have been
affected and are in force, including but not limited to, producing a certificate of insurance.
If the successful Tenderer fails upon reasonable request to produce satisfactory evidence
to HSITPL or HSITPL's representatives, HSITPL may affect and keep in force such insurance
policies and pay such premium or premiums as may be necessary for that purpose, and
from time to time deduct the amount so paid from any monies due or to become due to
the successful Tenderer or recover such amount from the successful Tenderer. If the
successful Tenderer fails to produce any such satisfactory evidence as requested by HSITPL
or HSITPL's representatives, HSITPL reserves the right to terminate the Contract.

Payment Schedule

Subject to the work done to the satisfaction of HSITPL, payments due under the Contract will
be made as per the following payment schedule (“Payment Schedule”). Please note the
Payment Schedule is for reference only and does not amount to any representation and
warranties. Tenderers shall not rely on any information set out in the Payment Schedule.

Any Deliverables by the successful Tenderer shall be reviewed, approved and/or signed-off by
HSITPL to ensure they meet HSITPL's satisfaction level, which is at the sole and final discretion

of HSITPL.
% of Payment of the
Total Contract
Iltem e L
No. Task Amount as Specified in
Schedule 4 of the Tender
Documents
1 Project Kick-off
e Conducted project kick-off meeting. 5%
¢ Introduced and assigned project team members.

Ref. No. FD-03-06-02(323)
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2 Completion of Tender procurement
¢ Provided tender specification for development
and implementation services of the Western
Bridge whitelist registration system
e Supported tender procurement process in
preparing tender clarifications, responses, and 10%
addenda
¢ Evaluated technical submissions from system
development vendors against specifications,
compliance requirements, and performance
criteria and prepared technical evaluation report.
3 Sign-off of Functional Requirement & Technical
Design
e Reviewed system development vendor’s
requirement & technical specification, system 10%
infrastructure, source code & databased design.
e Ensured business and cybersecurity requirements
are accurately captured and properly covered in
specification and design.
4 Sign-off of SIT
* Provided comprehensive end-to-end SIT case and
testmg. report. o 10%
e Execution and co-ordination on SIT.
e Provided issue log & bug fix reports.
* Provide quality assurance on SIT
5 Sign-off of UAT
¢ Provided comprehensive end-to-end UAT case and
testmg. report. o 0%
e Execution and co-ordination on UAT.
e Provided issue log & bug fix reports.
e Provide quality assurance on UAT
6 Sign-off of Production Rehearsal
e Provided end-to-end rehearsal scenario and result
report.
e Execution and co-ordination on rehearsal. 20%
e Provided issue log & bug fix reports.
e Provide quality assurance on production
rehearsal.
7 Sign-off of Production Go-Live
e Supported and co-ordination on SRAA and PIA.
e Provided go-live documentation (e.g., training 20%
manual, go-live & deployment checklist,
production verification report, fallback procedure)

Ref. No. FD-03-06-02(323)
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8 Sign-off of Project Completion
¢ Provided log management and analytics, DLP
support.
e Provided project completion documentation (e.g.,
operations, BAU, maintenance manual, 5%

contingency plan, incident log and report,
production Issue log and bug fix reports, handover
documents, knowledge transfer documents and
final acceptance report).

Total 100%

Note:

1. HSITPL shall have the sole and absolute discretion to determine the Commencement Date
of the Services.

2. The successful Tenderer shall submit invoice(s) only after completion and acceptance of the
service items to the satisfaction of HSITPL.

PART Il: Purchase Order Terms and Conditions

HSITPL shall issue a PO to the successful Tenderer on the terms as set out in the General Terms and
Conditions for Purchase Orders (“PO T&C”) which is available on HSITPLs website or provided
separately by HSITPL in PDF file format. Tenderers must read the PO T&C carefully before submitting
the Tender.

In the event that the Tenderer wishes to propose any revisions to the terms of the PO T&C, the
Tenderer should set out such proposed revisions in the Technical Proposal of the Tender but HSITPL is
not bound to accept any of such proposed revisions. For the avoidance of doubt, such proposed
revisions shall not form part of the PO. In any event, HSITPL will not accept any proposed revisions to
the PO T&C that are not submitted together with the Technical Proposal and/or come to HSITPLs
attention after the Tender Closing Date.

HSITPL reserves the right to disqualify any Tenderer that submits any proposed revisions to the PO T&C
in the Price Proposal or proposes revision to the PO T&C after the Tender Closing Date.

PART Ill: Submission Requirements

The Tenderer is required to return a complete set of the following documents to HSITPL before the
Tender Closing Date in separate envelopes.

Price Proposal Tender Schedule No.
1. Price Schedule 4
Technical Proposal Tender Schedule No.
Ref. No. FD-03-06-02(323) OP-03-05(008)
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Tender Submission Information

Non-collusive Tendering Certificate

Form of Tender

Requirement Specifications

A RS I A
o|lun|lw]|Nn|r

Proposed Solution for Tender

Number of documents required:

a) 1 setofthe “Technical Proposal” in hard copy;

b) A universal serial bus (“USB”) drive with an electronic copy of the “Technical Proposal”
without any price information in PDF format; and

c) 1 setofthe “Price Proposal”, i.e. the Price Schedule (Tender Schedule 4), in hard copies.

Ref. No. FD-03-06-02(323) OP-03-05(008)
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Tender Schedule 1: Tender Submission Information
To: Hong Kong-Shenzhen Innovation and Technology Park Limited (“HSITPL”)

Dear Sir / Madam,

“Consultancy Services of Western Bridge Whitelist Registration System
(Ref. No. FD-03-06-02(323))”

We provide the contact information below for this tender:

Representative:

Job Title:
Contact Phone Number: (Office)
(Mobile)
Contact Email:
Ref. No. FD-03-06-02(323) OP-03-05(008)
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To: Hong Kong-Shenzhen Innovation and Technology Park Limited (“HSITPL”)

Dear Sir / Madam,

Non-collusive Tendering Certificate for “Consultancy Services of Western Bridge
Whitelist Registration System (Ref. No. FD-03-06-02(323))” (the “Contract”)

(name(s) of the Tenderer(s))

(address(es) of the Tenderer(s))

refer to the tender for the Contract (the “Tender”) and our bid in relation to the Tender.

Non-collusion
2.  We represent and warrant that in relation to the Tender:

a) Our bid was developed genuinely, independently and made with the intention to accept
the Contract if awarded;

b) Our bid was not prepared with any agreement, arrangement, communication,
understanding, promise or undertaking with any person (including any other tenderer or
competitor) regarding:

(i) prices;

(ii) methods, factors or formulas used to calculate prices;

(iii) an intention or decision to submit, or not submit, a bid;

(iv) an intention or decision to withdraw a bid;

(v) the submission of a bid that does not conform with the requirements of the Tender;

(vi) the quality, quantity, specifications or delivery particulars of the products or services
to which the Tender relates; and

(vii)the terms of the bid,

and we undertake that we will not, prior to the award of the Contract, enter into or engage
in any of the foregoing.

Ref. No. FD-03-06-02(323) OP-03-05(008)
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3. Paragraph 2(b) of this certificate shall not apply to agreements, arrangements, communications,
understandings, promises or undertakings with:

a)  HSITPL;

b) a joint venture partner, where joint venture arrangements relevant to the bid exist and
which are notified to HSITPL;

c) consultants or sub-contractors, provided that the communications are held in strict
confidence and limited to the information required to facilitate that particular consultancy
arrangement or sub-contract;

d) professional advisers, provided that the communications are held in strict confidence and
limited to the information required for the advisers to render their professional advice in
relation to the Tender;

e) insurers or brokers for the purpose of obtaining an insurance quote, provided that the
communications are held in strict confidence and limited to the information required to
facilitate that particular insurance arrangement; and

f)  banks for the purpose of obtaining financing for the Contract, provided that the
communications are held in strict confidence and limited to the information required to
facilitate that financing.

Disclosure of sub-contracting and beneficial ownership

4. We represent and warrant that there is no intended sub-contracting arrangement relating to the
Tender, including those which are to be entered into after the Contract is awarded.

OR*

We represent and warrant that the following sub-contracting arrangements are all the intended
sub-contracting arrangements relating to the Tender, including those which are to be entered into
after the Contract is awarded:

[Please set out the details of such sub-contracting arrangements here. Please use supplemental
sheets where appropriate.]

We understand that we are required to continue to disclose any of such sub-contracting
arrangements to HSITPL as and when they arise.

Ref. No. FD-03-06-02(323) OP-03-05(008)
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5. We represent and warrant that the following is our beneficial ownership:

(For a company other than a listed company or exempted company?)
[Please disclose the significant controllers register here, as defined in the Companies Ordinance,
Cap. 622. Please use supplemental sheets where appropriate.]

OR*

(For a sole proprietorship or partnership)
[Please disclose details of beneficial owner(s) here, including their name and the nature of their
control over the firm. Please use supplemental sheets where appropriate.]

OR*

(For listed company)
We are a listed company in Hong Kong and our corporate ownership has already been disclosed
in the public domain.

6. We understand that HSITPL may request us to disclose further details regarding our shareholders
or parent companies, or any other related, associated or controlling entities, to HSITPL. We agree
to disclose such details to HSITPL if so requested, subject to such requests being reasonable in
the circumstances.

Consequences of breach or non-compliance

7. We understand that in the event of any breach or non-compliance with any representations,
warranties and/ or undertakings in this certificate, HSITPL may, at its discretion, invalidate our bid,
exclude us in future tenders, pursue damages or other forms of redress from us (including but not
limited to damages for delay, costs and expenses of re-tendering and other costs incurred), and/or
(in the event that we are awarded the Contract) terminate the Contract.

8. Under the Competition Ordinance, bid-rigging is serious anti-competitive conduct. Further, any
breach of any of the representations, warranties and/or undertakings given in this certificate is
capable of amounting to a criminal offence and rendering our relevant personnel liable to criminal
prosecution (for instance, for the offence of conspiracy to defraud and upon conviction shall be
liable to imprisonment for 14 years). We understand that, notwithstanding any provisions
regarding disclosure of documents and information, HSITPL may, at its discretion, report all
suspected instances of anti-competitive conduct to the Competition Commission (the
“Commission”) and/or other relevant authorities and provide the Commission and/or other
relevant authorities with any relevant information, including but not limited to information on our
bid and our personal or corporate information.

1 An exempted company is one which is not required to keep a register of its significant controllers (see further
sections 653A (definition of "applicable company") and 653H of the Companies Ordinance).
Ref. No. FD-03-06-02(323) OP-03-05(008)
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For and on behalf of:

(Company Name)

Signature with Company Chop:

(Authorized Signature)

Name & Position:

Date:

Additional signature blocks will need to be used where the Tenderer is comprised of multiple parties.
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Tender Schedule 3: Form of Tender
To: Hong Kong-Shenzhen Innovation and Technology Park Limited (“HSITPL”)

Dear Sir / Madam,

“Consultancy Services of Western Bridge Whitelist Registration System
(Ref. No. FD-03-06-02(323))”

1. We undertake that if our Tender is accepted, to commence the Services and complete and deliver
the Services within the times stated in the Tender Documents.

2.  We agree that this Tender shall be valid for a period of three (3) months from the Tender Closing
Date specified in the Tender Documents. We agree that, should HSITPL so request in writing, we shall
abide by this Invitation to Tender for a further three (3) months, and the Tender may be accepted by
HSITPL at any time before the expiration of this extended period. If an award cannot be made within
the Tender Validity Period (or extended Tender Validity Period), a request may be made to some or all
of the Tenderers to further extend the Tender Validity Period, at which time they may elect to extend
or withdraw their Tender or may agree a further extended Tender Validity Period with HSITPL in writing.

3.  We confirm that this Tender has taken into consideration all tender addenda issued to us (if any)
prior to the date hereof.

4. Unless and until a purchase order is issued by HSITPL to us, this Tender, together with your written
acceptance thereof, shall constitute a binding agreement between us. The Tender should always form
part of the binding agreement between HSITPL and us, while the order of precedence will be lower
than the purchase order. We undertake to abide by the PO T&C enclosed with the Tender Documents
in the event that our proposed revisions (if any) the PO T&C are not accepted by HSITPL.

5.  We understand and agree that HSITPL is not bound to accept the lowest or any tender you may
receive.

6. We understand and agree that HSITPL is not responsible for any cost or expense incurred for and
in connection with preparing the Tender and/or any presentation or demonstration given by us.

7. We confirm that we are not subject to any actual or potential conflict of interest save to the extent
already expressly disclosed by us to HSITPL and we undertake to notify HSITPL immediately should any
conflict arise.

8. We certify that, to the best of our knowledge and belief, all information and documents provided
in and submitted with the Technical Proposal are true, accurate, and complete. Further, we understand
and agree that if any information or document provided in or submitted with the Technical Proposal is
found to be untrue, inaccurate, incomplete or misleading, HSITPL may, without limiting HSITPL's rights
and remedies therein or at law, invalidate, reject and/or disqualify our Tender.
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For and on behalf of:

(Company Name)

Signature with Company Chop:

(Authorized Signature)

Name & Position:

Date:

Additional signature blocks will need to be used where the Tenderer is comprised of multiple parties.
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Tender Schedule 4: Price Schedule

To: Hong Kong-Shenzhen Innovation and Technology Park Limited (“HSITPL”)

Dear Sir / Madam,

“Consultancy Services of Western Bridge Whitelist Registration System
(Ref. No. FD-03-06-02(323))”

1. The quotation shall be valid for three (3) months from the Tender Closing Date specified in the
Tender Documents. We agree that, should HSITPL so request in writing, we shall abide by this
Invitation to Tender for a further three (3) months, and the Tender may be accepted by HSITPL at
any time before the expiration of this extended period.

2. The price indicated in the tables below covers all the items specified in the Requirement
Specifications of the Tender Documents.

3. HSITPL reserves the right to modify, amend or revise any Requirement Specifications and/or terms
and conditions stated in the Tender Documents.

4. The Total Contract Amount is inclusive of all costs or charges which we will incur in the provision
of the goods or services from the Commencement Date until the expiry of the DLP.

5. We acknowledge that only the Total Contract Amount in this Tender Schedule 4 will be assessed
for the purpose of price score calculation for this Tender, whereas HSITPL will not consider any
pricing information in “Optional Items” in this Tender Schedule 4 for the purpose of assessing the
Tender.

6. Unless otherwise terminated, the Contract for our provision of the Services to HSITPL shall remain
in force from the Commencement Date until the expiry of the DLP ("Service Period”).

7. We acknowledge that the price information provided in this Tender Schedule 4 shall remain fixed
and binding throughout the Service Period.

8. We acknowledge that (i) HSITPL will not accept any proposed revisions to the PO T&C that are not
submitted together with the Technical Proposal and/or come to HSITPL’s attention after the Tender
Closing Date and (ii) HSITPL is not bound to accept any of such proposed revisions.

9. We acknowledge that HSITPL reserves the right to disqualify any Tenderer that submits any
proposed revisions to the PO T&C in the Price Proposal or proposes revision to the PO T&C after
the Tender Closing Date.

Item Price (HKS)
Item [Description Unit Quantity | Unit Price [ Amount
1 Consultancy service of Western Bridge Job 1
whitelist registration system
Total Contract Amount:
Optional Item Price (HKS)
Item [Description Unit Quantity | Unit Price | Amount
1 |Additional consultancy man-days for
additional configuration, enhancement, Man-day 1
requirement changes, etc.
Ref. No. FD-03-06-02(323) OP-03-05(008)
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We offer to provide the goods and/or services to HSITPL at the prices quoted above and in accordance
with the Requirement Specifications and the terms and conditions stated in the Tender Documents.
Acceptance of this offer shall be evidenced by the issuance of a purchase order by HSITPL.

Authorised Signature (with company chop)

Name & Position:

Company Name:

Date:
Ref. No. FD-03-06-02(323) OP-03-05(008)
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Tender Schedule 5: Requirement Specifications
To: Hong Kong-Shenzhen Innovation and Technology Park Limited (“HSITPL”)

“Consultancy Services of Western Bridge Whitelist Registration System
(Ref. No. FD-03-06-02(323))”

The scope and specific requirements of the goods/services which the Tenderer should provide are
listed below.

5.1 Statement of Purpose

HSITPL hereby invites qualified and experienced tenderers to submit comprehensive, sealed
technical and financial proposals for professional consultancy services for the Western Bridge
whitelist registration system to provide end-to-end support, including but not limited to tender
preparation, design review, implementation governance, and quality assurance, to mitigate
project risks, accelerate delivery, and ensure the successful achievement of project objectives for
HSITP.

HSITPL would like to invite interested parties to submit Tender for the Services. The goods and/or
services will be accomplished as required in accordance with the Scope of Services / Deliverables,
plus the other requirements, specifications, terms and conditions as stipulated in the Tender
Documents.

5.2 About HSITP

HSITPL, a wholly owned subsidiary of Hong Kong Science and Technology Parks Corporation, is
vested with the responsibility to develop, operate, maintain, and manage HSITP.

HSITP envisions to serve as the world’s knowledge hub and innovation & technology (“I&T”)
centre, converging enterprises, research & development (“R&D”) institutions and higher
education institutions from local, Mainland and overseas, which can connect upstream and
midstream research to downstream market, further enhancing collaboration among industry,
academic and research sectors.

HSITP focuses on six I&T pillar industries including life and health technology, artificial intelligence
and data science, new materials, new energy, robotics and microelectronics.

The Park covers an area of approximately 87 hectares and the development is divided into two
phases. The estimated total floor area of the first phase will be approximately 1 million square
metres, which will provide R&D (Wet Lab / Advanced Manufacturing) buildings, Dry Lab / Office
buildings, Research, Academic and Industry buildings, Talent Accommodation, Visitor Lodges,
Commercial and Ancillary facilities, etc. Apart from Batch 1, the remaining land in the first phase
of the Park will be developed through enterprises investment, aiming to enhance the speed and
quantity of project development by leveraging market forces to build high-quality research and
industrial infrastructure.

Phase 1 will be developed by three batches, i.e., Batch 1, Batch 2 and Batch 3. The first
development batch, Batch 1, has been further sub-divided into Batch 1A, Building 1, Batch 1B
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and Batch 1C. Batch 1 is being developed by HSITPL which consists of eight buildings with a total
gross floor area of approximately 116,000 square metres. Batch 1A consists of three buildings:
Buildings 8 & 9 (wet laboratory enabled) and Building 11 (Talent Accommodation).

The Brief

HSITPL seeks a highly experienced and qualified Tenderer to provide professional consultancy
services with cross-border system expertise to provide end-to-end support, it shall include but
are not limited to tender preparation, design review, implementation governance, and quality
assurance, to mitigate project risks, accelerate delivery, and ensure the successful achievement
of project objectives.

Purposes of Services

The consultant shall be responsible for delivering comprehensive consultancy service for the
Western Bridge whitelist registration system, including the registration platform, the integration
of a contactless e-gate system incorporating facial recognition technology, and integration with
relevant third-party systems, as well as providing end-to-end quality assurance throughout the
project lifecycle. On-site coordination and support shall be provided as required to ensure
successful project delivery.

The consultant shall provide dedicated on-site BA to provide procurement & tender support,

project implementation supervision and coordination, testing, rehearsal and production rollout
support for the system, integrations and e-gate solution.

Scope of Services / Deliverables

5.5.1. Consultancy Service Scope

I. Procurement & Tender Support:

e prepare tender specifications for system development vendor covering system design,
development and implementation, including tender clarifications, responses, and
addenda.

e Evaluate technical submissions from system development vendors against specifications,
compliance requirements, and performance criteria.

e Prepare technical evaluation report with assessment results and provide
recommendations for contract award.

Il. Project Implementation Supervision, Testing & Support for the System, e-Gate Solution &
Integrations
e Review system development vendor’s requirement & technical specification, system
infrastructure, source code & databased design.
e Ensure business, cybersecurity and system audit requirements are accurately captured
and properly covered in specification and design.
e Monitor system installation, configuration and integration activities.
e Ensure that the system implementation complies with the approved design, specifications
and cybersecurity requirement.

Ref. No. FD-03-06-02(323) OP-03-05(008)
Effective: 2025-10-28
Page 29 of 37

Hong Kong-Shenzhen Innovation and Technology Park Limited #:Z8I#iREEEBRAR
Unit 710, 7/F, 8 Science Park West Avenue, Hong Kong Science Park &EHERISBERIZAEFESRE 718 710F | TEL EiE +852 3189 1599



]

7/ HSITP

(_ #ZARE

e Coordinate with HSITPL's stakeholders to ensure business and cybersecurity requirements
are accurately captured and properly implemented.

e Develop and implement project progress regular reports, project timelines.

o Develop comprehensive test plans covering all levels of testing, including but not limited
to UAT, SIT, load testing, security testing, and system failover testing. Each test plan should
clearly specify detailed test cases, test data, and expected outcomes to validate successful
system integration.

e Execute and co-ordinate testing activities (including but not limited to SIT, UAT, load
testing, and stress testing), and support all relevant parties in conducting such testing.

e The successful Tenderer must support and co-ordinate with the SRAA with all relevant
parties. HSITPL will arrange for an independent external cybersecurity firm to conduct a
mandatory SRAA for the Western Bridge whitelist registration system, including the
registration platform, the integration of a contactless e-gate system incorporating facial
recognition technology, and integration with relevant third-party systems. The successful
Tenderer must support the conduct of PIA and co-ordinate with all relevant parties.

e Coordinate with the lead design consultant of Buildings 2 and 3 in relation to the e-gate
solution and associated works. Such coordination shall include liaison with the lead design
consultant in connection with the lead design consultant’s responsibilities for design
management, ensuring buildability and practicality are inherent in the design and
construction management, contract administration, field supervision by resident site staff
(i.e., RSS) and technical competent persons (i.e., TCPs), testing and commissioning and
post-handover services to the HSITPL in ensuring that the Western Bridge whitelist
registration system is designed, approved, constructed, commissioned and handed over
on time, within budget and to the agreed safety, quality, security and operational
standards.

e Coordinate with the lead design consultant of Buildings 2 and 3 in relation to any site visits
and measurements as may be necessary throughout the Project. The successful Tenderer
shall provide support and coordination assistance to facilitate the lead design consultant’s
monitoring of works progress, verification for compliance of quality, workmanship and
safety, site coordination with stakeholders and as required by the HSITPL's representative
from time to time.

lll. Training, Documentation, DLP and Handover for both System & e-Gate Solution

e Review the operation and maintenance documentation, BAU procedures, contingency
plans, training materials, and system documentation submitted by the system
development vendor to ensure completeness, accuracy, and operational readiness.

e Review and provide comments on the defect log upon project completion, and monitor
defect rectification activities during the 6-month Defects Liability Period.

e Support SLA commitment: guarantee of 24x7 support with 30 mins response &
collaboration with related parties or vendors subject to incident priority.

5.5.2. Deliverables

The successful Tenderer shall provide the documentation deliverables set out below, including a full
set of system and project management documentations and technical manuals. Such documentations
and manuals shall at least include the following:
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Project Stage Key Documentation Deliverables
Procurement & Tender e  Tender specification, tender clarifications, responses,
Support and addenda
. Technical evaluation report
Project Implementation | Overall Project Stage
Supervision, Testing & e Project charter, business case, project organization
Support for the System, structure
e-Gate S'olution & ° Checklist of project documentation
Integrations .
. Project regular progress report
° Project timeline (regular update)
Requirement & Development Stage
. Review report on system development vendor’s
requirement & technical specification, system
infrastructure diagram, source code & databased
design, integration design & specification
. Review report on system development vendor’s
installation, configuration procedure
° Review report on contingency design & plan
. Technical risk assessment
. User requirement sign-off document
° Technical design sign-off document
SIT, UAT & Rehearsal Stage
. Comprehensive end-to-end SIT, UAT case & testing
report
° Issue log & bug fix reports
° End-to-end rehearsal scenario & result report
. Load testing report
. Stress testing report
° SIT sign-off document
° UAT sign-off document
° Rehearsal sign-off document
o Performance sign-off document
Security Assessment Stage
. SRAA sign-off document
. PIA sign-off document
Production Deployment Stage
° Training manual
° Go-live & deployment checklist
° Go-live approval
° Production verification report
° Fallback procedure
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Training,
Documentation, DLP and
Handover for both
System & e-Gate
Solution

Operations, BAU & maintenance manual
Contingency plan

Incident log and report

Production issue log & bug fix reports
Handover documents

Knowledge transfer documents

Final acceptance report for both system & e-gate
solution

5.6 Project Timeline (Tentative)

Tender invitation 21 August 2026
Tender Closing Deadline 4 September 2026
Tender presentation Week of 7 September 2026
Contract award Week of 7 September 2026
Project kick-off (i.e. Commencement Date) 11 September 2026

Ready for production rehearsal

21 December 2026

Production go-live

15 March 2027

Commencement of the DLP

15 March 2027

Project completion / last day of the DLP 14 September 2027

Remark: The above schedule is tentative and will be adjusted based on actual project
circumstances at the sole and absolute discretion of HSITPL.
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Tender Schedule 6: Proposed Solution for Tender
To: Hong Kong-Shenzhen Innovation and Technology Park Limited (“HSITPL”)

“Consultancy Services of Western Bridge Whitelist Registration System
(Ref. No. FD-03-06-02(323))”

This section contains Parts 1 to 10 and should be duly completed by the Tenderer and included in
tender proposal. The Tenderer is required to present all details of his/her proposed solution according
to the guidelines specified under each Part.

Tenderers are reminded that no price information should be included in the Technical Proposal.
Tenderers are expected to provide the following information in an A4-sized document.

Part 1: Mandatory Assessment Criteria

The Tenderer acknowledges and agrees that participation in this Tender requires compliance with the
mandatory assessment criteria outlined in this Part 1 (“Mandatory Assessment Criteria”). By response
with “Y”, the Tenderer hereby declares and confirms that he/she meets the Mandatory Assessment
Criteria. Failure to declare and submit supporting documents confirming compliance with any of the
Mandatory Assessment Criteria may result in the disqualification of the Tender.

Declaration with

Item Description / Proven Experience supporting document(s)
Yes (Y) / No (N)

Domain The Tenderer must have solid domain

Knowledge and knowledge on cross-boundary system and

Relevant project whitelist registration system, access control

track record system, including biometric enrolment and

verification process with a minimum of three (3)
local projects of a similar scale in the past eight
(8) years in Hong Kong.

(Submit client reference letters or handover
certificates.)

Qualification of The Tenderer must propose a project team
Project Team comprising suitably qualified and experienced
Members personnel covering:

e Project management

e |CT system

e Cybersecurity
e System integration
® Access control / biometric systems
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Dedicated on-site = The Tenderer must commit a full-time BA

consultancy dedicated exclusively on-site to the Western

service Bridge whitelist registration system for
procurement & tender support, project
implementation supervision and coordination,
testing, rehearsal and production rollout
support.

This BA cannot be shared with other active
accounts.

(Submit BA's CV and legally binding letter of
commitment.)

Part 2: Company Background, Technical Expertise and Experience

Please briefly describe the following of your company:
e Years of experience in consultancy service and project management
e Types and sizes of similar projects completed
e Specific industry expertise relevant to your business
e Experience with similar-sized businesses or projects

Part 3: Past Case Reference

Describe past reference cases similar in nature (cross-boundary system and whitelist registration
system, access control system, ICT project).

Reference Client Project Period Technical Scope and Contact Contact
Implementation Person Telephone No.
Details (optional) (optional)

Part 4: Qualification of Project Team Members

Please list the key team members and their roles in the proposed project team structure. For each
member, provide their certified qualifications and briefly describe how their technical engineering
background will directly contribute to successful project implementation.

Note: It is the Tenderer’s contractual responsibility to assemble and maintain a replacement team with
identical or superior qualifications in the event of personnel movement during the project period.
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Name Proposed Project Professional Years of Relevant

Role Qualifications Experience
(e.g., PMP, CISM)

Part 5: Whitelist registration & e-gate solution business and technical expertise

Proven technical and business expertise, industry experience, and a thorough understanding of
whitelist registration, cross-boundary access management, and e-Gate operations

Provide relevant project references, business process diagrams, operational workflows, lessons
learned, and industry best practices from similar enterprise-scale and/or government-scale
implementations, covering the following areas:

a) Registration and onboarding processes, e.g. application, verification, approval, renewal,
suspension, and revocation workflows.

b) Cross-border and cross-boundary business scenarios, e.g. end-to-end user journeys, stakeholder
interactions, regulatory considerations, and operational requirements.

c) Business operation flows and process governance, e.g. exception handling, escalation
procedures, audit requirements, and operational monitoring.

d) BAU operating model, e.g. operational support, maintenance processes, incident management,
and performance reporting.

e) Contingency planning and business continuity arrangements, e.g. emergency procedures,
failover mechanisms, disaster recovery, manual operations, and service recovery processes.

Identify the critical success factors, key dependencies, constraints, and potential risks associated
with the implementation and operation of the solution.

provide the corresponding mitigation strategy, contingency measures, and recommended best
practices to ensure successful delivery and sustainable operation of the solution.

Part 6: System architecture & integrations and infrastructure architecture expertise

Explain your deep understanding and technical expertise on enterprise-scale/ government-
scale architecture knowledge,

Provide the proposed methodology, governance framework, standard and industry best practices
for the review, quality assurance, and technical supervision of System architecture and design
including System code-level & database-level design, integration design, APl integration experience,
Security architecture, Cloud and hybrid architecture.

Provide capability on review processes, design assurance approach, compliance standards, and
governance mechanisms to ensure solution quality, scalability, security, maintainability, and
operational resilience.
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Part 7: Project procurement, implementation and governance capability

* Proven experience and successful track record in procurement advisory and tender management for
enterprise-grade and/or government projects, e.g.:

a) Tender specification and requirements drafting.

b) Technical and functional evaluation framework design.

c) Tender assessment methodologies and scoring mechanisms.

d) Vendor assessment, due diligence, capability evaluation, and reference checking.

e Demonstrate proven expertise in managing complex technology projects from initiation to post-
implementation support, e.g.:

e) Project management methodologies (e.g. PRINCE2, Agile, Scrum, Hybrid delivery approaches).
f)  Project planning, scheduling
g) Utilization of digital project management and collaboration tools.

h) Project documentation standards, deliverable management, and quality assurance practices.

® Proven experience and methodology for managing project risks, changes, deployment activities, and
solution acceptance

Part 8: Testing & quality assurance capability

e Proven expertise and practical experience in establishing comprehensive testing strategies, test
planning, and quality assurance frameworks for enterprise-scale and/or government-scale systems.

e Outline the proposed methodology, tools, and best practices for the planning, execution,
governance, and reporting of testing activities, covering but not limited to: SIT, UAT, load test,
stress test, failover testing.

e Proven understanding and experience in SRAA and PIA activities for government and enterprise
systems

e Proven expertise in establishing and managing quality acceptance processes throughout the project
lifecycle, e.g. acceptance readiness assessment, sign-off procedures, and operational readiness
verification.

Part 9: Security and compliance
e Proven expertise and successful project experience in personal data protection, privacy
governance, and regulatory compliance for enterprise-scale and/or government-scale systems,
e.g..

a) Compliance with applicable personal data privacy and protection regulations.
b) Privacy-by-design principles and privacy impact assessment practices.

c) Sensitive data handling, retention, archival, and disposal policies.
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d) Data governance, consent management, and auditability requirements.

e) Experience in delivering systems involving government, public sector, or highly regulated
environments.

Proven expertise in security architecture review, cybersecurity governance, and security
assurance throughout the system lifecycle, e.g.:

f) Security architecture design and independent security architecture review.
g) Cybersecurity risk assessment and risk mitigation recommendations.

h) Identity and access management (IAM), role-based access control (RBAC), multi-factor
authentication (MFA), and privileged access management.

i) Data protection controls, encryption, key management, secure data transmission, and audit
logging.

i) Security monitoring, incident response, vulnerability management, and security compliance
oversight.

k) Experience supporting SRAA and PIA.

Demonstrate relevant experience in projects that have been certified against internationally
recognized information security standards, e.g. ISO/IEC 27001 Information Security
Management Systems (ISMS).

Part 10: Log management & analytics, DLP support and SLA commitments

Proven expertise in designing, implementing, and operating centralized log management,
monitoring, and analytics platforms for enterprise-scale and/or government-scale systems.

Describe your approach, methodologies, tools, and best practices for:

a) Centralized collection, aggregation, retention, and analysis of logs across the overall ICT
environment, including but not limited to the Western Bridge whitelist registration system,
e-gate solution, application systems, infrastructure, databases, network devices, operating
systems, cloud services, and hardware components.

b) Log retention, archival, audit trail management, and compliance with applicable security
and regulatory requirements.

Demonstrated expertise in Identification of abnormal activities, incident & alert management,
defect logging and tracking, and root cause analysis reports.

Provide a DLP support proposal.

provide comprehensive support and maintenance services with clearly defined SLA commitments:
guarantee of 24x7 support with 30 mins response & collaboration with related parties or vendors
subject to incident priority.

< End of Document >
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